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Abstract: Objective Cryptography security analysis methods play a vital role in measuring and enhancing the security of

chaotic image encryption systems. The existing ciphertext analysis methods for chaotic image encryption are generally
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divided into two categories. Although the evaluation methods based on numerical statistics, which are represented by key
space analysis, sensitivity analysis of ciphertext to secret key, numbers of pixels change rate, and unified average changing
intensity, have excellent versatility and consistency, the security of the test-passed encryption scheme cannot be ensured.
While common attack methods in cryptography, which are represented by selective plaintext attack, can intuitively and
effectively assess the security of chaotic encryption schemes, they lack versatility and consistency compared with security
analysis methods, and different attack schemes need to be designed for different encryption schemes. To address the prob-
lem, this paper proposes a cryptanalysis method of chaotic image encryption system that is both versatile and effective
based on denoising autoencoder. Method The ciphertext analysis method is improved based on the denoising autoencoder.
It uses a cryptographic system with a known specific encryption steps to encrypt the plaintext image dataset and constructs
the ciphertext analysis model, which takes the ciphertext image dataset as input and the original image dataset as the target
data. The cryptanalysis model uses the encoder to obtain the depth representation of the diffusion ciphertext, scrambling
the ciphertext and fully encrypted cipher image generated by the image encryption scheme , which is the structural features
of images extracted from ciphertext images, and then uses the decoder to generate the different deciphered plaintext with
the above depth representation as input. In this way, a deciphering model for a certain known encryption scheme can be
trained, thereby achieving the purpose of ciphertext analysis. The effect of cryptanalysis is measured objectively and com-
prehensively by proposing three types of evaluation indicators suitable for ciphertext analysis based on peak signal to noise
ratio(PSNR) and structural simitarity(SSIM) . max PSNR(MPSNR ), max SSIM(SSIM) , average of PSNR(APSNR), ava-
rage of SSIM (ASSIM) , cumulative distribution of PSNR (CDPSNR) , and cumulative distribution of SSIM (CDSSIM ) ,
which measure the ability of an encryption scheme to resist popular attacks in cryptography by counting the structural simi-
larity between the generated deciphered plaintext and real plaintext. This evaluation indicator, in addition to the subjective
perception of human eyes, can visually display the differences between plaintext images and deciphered images by real data
and complete the evaluation of the security of encryption schemes. For the one encryption scheme, not only the fully
encrypted ciphertext but also one of the ciphertexts in the scrambling stage and the diffusion stage must be completely unde-
cipherable; otherwise, the encryption scheme has serious security flaws. In addition, the ciphertext dataset is a key factor

that affects the effectiveness of the above method. A correlation ciphertext generation method that generates three kinds of

ciphertext sets scrambled ciphertext, diffused ciphertext, and encrypted ciphertext—is proposed to address this issue.
This generation method makes full use of the characteristics of chaotic image encryption systems and plaintext sensitive
keys to ensure the authenticity and effectiveness of the generated ciphertext and the proposed evaluation method. When
cryptanalyzing different chaotic image encryption schemes, changing only the generation scheme of ciphertext in each
encryption stage based on the encryption algorithm is necessary. Without changing the training stage, testing stage, and
model, the cryptanalysis and security evaluation of different chaotic encryption schemes can be completed. Result This
paper takes Arnold scrambling, 2D-SCL image encryption scheme, and quantum image encryption scheme based on 2D
Sine2-Logistic chaotic map as examples to verify the proposed ciphertext evaluation method. The datasets used in the
experiment are MNIST and Fashion-MNIST. Experimental results show that the proposed cryptanalysis model has a differ-
ent analysis ability for the ciphertexts generated by the above encryption scheme and their various stages. For the cipher-
texts of Arnold scrambling, 2D-SCL’ s diffusion, and bite scrambling in quantum encryption, the SSIM values between the
decrypted images and the real plain-images are all greater than 0. 6. The cryptanalysis model can learn low-dimensional
structural features, same as the equivalent keys, to restore the ciphertext image. Although the effect of cryptanalysis in
other stages is lower, it can also decipher some key plaintext information, showing a high degree of structural similarity. This
finding also indicates that, for an encryption scheme, a high plaintext sensitivity of the secret key corresponds to a high secu-
rity of the chaotic sequence, and a strong plaintext sensitivity of its equivalent key corresponds to a reduced likelihood that it
can be cracked. Conclusion The proposed ciphertext image analysis method can evaluate the security of encryption schemes
comprehensively and effectively by using objective data as the evaluation index, which provides an intuitive and effective
quantitative basis for improving the security of chaotic image encryption methods, and has high guiding significance.

Key words: image security; ciphertext analysis; chaotic image encryption system; plaintext sensitivity; deep learning;

denoising autoencoder
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Fig. 1 The diagram of denoising autoencoder model
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Table 1 Analysis results of different encryption methods
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Table 2 Analysis results of different stage for quantum image encryption
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